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Data Access Application form for DEEP Controlled Access Data

This application form is for requests for access to controlled data of the “Deutsches Epigenom Programm DEEP”. To receive access the entire following application form must be completed. Applications for access to data can be submitted at any time. The DEEP Data Access Committee (DEEP DAC) will review applications on a rolling basis and aim to provide a decision within 20 days of receipt. The application will be checked for conformity with the goals and policies of the International Human Epigenome Consortium (see http://ihec-epigenomes.org/about/policies-and-guidelines/ and Annex I).
If your application is refused it remains possible to re-apply in the future.
A. Name of applicant (principal investigator), including affiliations and contact details
Enter the primary e-mail correspondence address you would like to use

	E-mail address:


Please ensure that a full postal and email address is included.
	Name:
Title:

Position:

Affiliation:

Institutional e-mail address:

Website of the institution:

Mailing address:


B. Name of authorized personnel within your institution, including affiliations and contact details
Include names of all investigators, collaborators*, research staff and PhD students who will have access to the controlled data. PhD student applicants must include their supervisors as a co-applicant.
	Name:

Title:

Position:

Affiliation:

Institutional e-mail address:


*Collaborators at other institutions will have to submit a full separate application for access to DEEP controlled data.
C. Name of the authorized institutional representative, including affiliations and contact details
Please ensure that a full postal and email address is included.

	Name:

Title:

Position:

Affiliation:

Institutional e-mail address:

Website of the institution:

Mailing address:


D. Title of the Project
If available, please provide also the address of the project website.

	


E. Scientific abstract
Please provide a clear description of the project and its specific aims in no more than 750 words. This should include specific details of what you plan to do with the data and key references.

	


F. Feasibility

Please describe fully your experience and expertise, and that of your collaborators, and how this will be applied to the proposed study. Include a list of relevant publications of which you were an author or co-author. A publication list MUST be provided for the applicant, co-applicants and PhD supervisors where PhD students have applied. The committee needs assurance of competence in handling datasets of this size and nature.
	


G. Lay summary of the project

Please provide a short description of the project in no more than 200 words.

	


H. Datasets Requested

	


I. Research ethics

Do you foresee any ethical issues arising as a result of your research? If so, how do you plan to address such issues?

	


 FORMCHECKBOX 

My country/region does not require my project to undergo ethics review. 
 FORMCHECKBOX 

My country requires my project to undergo ethics review. The project has been approved by the responsible institutional review board or research ethics committee, and the approval letter is attached.

The DEEP DAC is not responsible for the ethics approval and monitoring of the applicant’s research projects and bears no responsibility for the applicant’s failure to comply with local/national ethical requirements.

IT security assessment

In order to avoid inadvertent disclosure of the private data of patients to unauthorized individuals, the DEEP DAC asks you to observe basic information security practices. If you make local copies of DEEP Controlled Access Data, you must minimize the risk that this information might be disclosed to individuals who have not agreed to the DEEP’s patient privacy protection conditions.
Acceptable practices include:

· Physical security: Controlled DEEP data will be maintained on physically secure computer systems, such as in a locked office. If the data is stored on a laptop computer, it must be encrypted to avoid its disclosure in case of loss or theft.

· Access security: Only individuals who are listed on the data access request should have access to DEEP Controlled Access Data. If copies of the data are stored locally on a shared computer or a file server, then it should be password or encryption protected so that only the individuals named in the request have access to it. If the computer that holds DEEP Controlled Access Data is backed up, the backup media should either be encrypted or stored in a physical secure location.
· Network security: If DEEP Controlled Access Data is stored on a network-accessible computer, there should be controls in place to prevent access by computer “hackers”, or contamination by viruses and spyware. Network security is usually implemented by your institution’s IT department and will consist of some combination of network firewalls, network intrusion monitoring, and virus scanning software.

· End of project: After finishing the project for which you are requesting access, you must destroy all local copies, including backups. However, if necessary, you can still keep the DEEP Controlled Access Data for archival purpose in conformity with national audits or legal requirements.
· Training: Everyone who will use controlled DEEP data should be trained in the responsible use of patient confidentiality information, familiarized with the terms and conditions of the Data Access Agreement and briefed on the security plans you describe here.
Access to DEEP Controlled Access Data is a procedure that entails legal and ethical obligations. We require that you and your institutions have a modern, up to date, information technology (IT) policy in place that must include the following items:

· Logging and auditing of access to data and to computer network

· Password protection to computer network

· Virus and malware protection to computers on computer networks

· Auditable data destruction procedure, when necessary

· Secure data backup procedure, when necessary

· Strong encryption on any portable device which may store or provide access to DEEP controlled data access data

You must agree to the following procedures in order to have access to the DEEP Controlled Access Data:

1. I will keep all computers on which DEEP Controlled Access Data reside, or which provide access to such data, up to date with respect to software patches and antivirus file definitions (if applicable).

 FORMCHECKBOX 
 Yes

2. I will protect DEEP Controlled Access Data against disclosure to unauthorized individuals.

 FORMCHECKBOX 
 Yes

3. I will monitor and control which individuals have access to DEEP Controlled Access Data.

 FORMCHECKBOX 
 Yes
4. I will destroy all copies of DEEP Controlled Access Data in accordance with the terms and conditions of the DEEP Data Access Agreement.
 FORMCHECKBOX 
 Yes

5. I will familiarize all individuals who have access to DEEP controlled datasets with the restrictions on its use.

 FORMCHECKBOX 
 Yes

6. I agree to swiftly provide a copy of both my institutional and project related IT policy documents upon request from a DEEP DAC representative.

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 

I have read, completed and returned the DEEP Data Access Agreement (provided separately).
 FORMCHECKBOX 

I have read the Appendix listed at the end of this document.
Applicant:

Name:

Signed:

Date:
Authorized institutional representative:
Name:

Signed:

Date:
The completed application must be sent by email to datarequest@deutsches-epigenom-programm.de
Annex I: IHEC goals, structure, policies and guidelines
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